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ABSTRACT

To protect a computer system from threat infections, an anti-virus system
needs to scan for malicious codes which may appear in target systems. In
this paper, we present a technique to recognize malicious codes quickly by
using hash indexing mechanism in categorical space. First, in training
phase, the dataset of malicious codes will be separated into clusters which
have the same characteristics. After that, we build a special rule set in a
hash indexing format of ordered cluster-buckets. Next, in recognition
phase, we extract object’s characteristics and code them into a checksum
value by using some popular hash algorithms. Then this value is used as a
key to search for the same rule in indexed rule space. Finally, the system
returns the scanning process results.

We have built this technique for D2 Anti-virus* 2013 running on Windows
XP SP3 in a computer with Intel Core 2 Duo E7200 — 2.53 GHz. Using a
dataset of 615,880 malicious signatures, D2 needs only 05 seconds to
examine 105,330 MB of 8,696 executable files. Its average scanning speed
is about 21,65IMBps. The experimental results denote that this is an
effective technique to improve the scanning speed of anti-virus systems
nowadays.

TOM TAT

pé bao vé may tinh khoi cac de doa ldy nhiém, hé phong chong virus may
tinh can quét kiém tra ma déc trong hé thong dich. Trong bai viét nay,
chiing t6i trinh bay ky thudt nhdn dang nhanh mé doc sir dung co ché bam
theo chi muc trén khong gian phan hoach. Pau tién, trong giai doan luyén,
tdp mau chit ky ma déc dwoc phdn thanh cdc cum cé cing ddc diém. Sau
do, chung toi xdy dung mot tap ludt dac biét dwoi dang bang bam cdc
bucket luat dwoc sdp xép thir tw theo cum. Tiép theo, ¢ giai doan nhdn
dang, ching t6i tién hanh trich chon dic trung va bién doi thanh mét gid tri
tong kiém dai dién cho doi twong bang cdc thudt gidi bam phé bién. Gid tri
nay sau do dwoc dung lam khoa tim kiém lugt nhdn dang cua dsi tuwong
trong khéng gian ludt da dwoc sap xép. Cudi cing, hé tra vé két qua qud
trinh duyét queét.

Chung toi da cai dat kyp thudt nay cho hé D2 Anti-virus* 2013 chay hé diéu
hanh Windows XP SP3 trén may tinh Intel Core 2 Duo E7200 — 2.53 GHz.
Sit dung tdp 615,880 mdau ma déc, D2 chi ton 5 gidy dé kiém tra 105,330
MB dit liéu ciia 8,696 tp tin thuc thi. Toc dé quét trung binh cua D2 dat
21,651 MB/gidy. Két qua thwc nghiém chimg t6 day la ky thudt hiéu qua
nham ting toc duyét quét cho cdc hé phong chong virus mdy tinh ngay nay.
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1 GIOI THIEU

Trong bdi canh ngay cang gia ting cac cudc tan
cong tham nhdp mang, cac hé phong chéng virus
may tinh khong ngimg cai tién nham sém phat hién
cac loai ma ddc hai, kip thoi loai trir cac tac nhan
tham nhap, tang cuong cong tac bao v¢ an toan hé
théng va an ninh mang. Hién nay, hi¢u qua hoat
dong cua cac hé phong chdng virus may tinh rat
duogc nguoi dung quan tim. Dé cai tién toc do truy
vén chir ky ma ddc trén co sé dir liéu (CSDL) 16n,
chung t6i nghién ctu k¥ thuat nhan dang nhanh ma
doc str dung co ché bam theo chi muc trén khong
gian phan hoach. PAu tién, tap mau chit ky ma doc
dugc phan thanh cac cum co cung dic diém. Sau
do, ching toi xay dyng tap ludt dudi dang bang
bam cdc bucket dugc sap xep thu tu theo cum. Tiép
theo, chiing t6i tién hanh trich chon dic trung va
bién déi thanh mot gia tri s6 dai dién cho dbi tugng
bang cac ham tong kiém (checksum) phd bién. Gia
tri nay dugc dung lam khoéa tim kiém ludt nhan
dang cuia ddi twong trong khong gian luat di sip
xép. Két qua truy van s& cho biét tinh trang an
ninh cua d6i tuong chin doan c6 phai 1a ma doc
hay khong.

Dé danh gia hiéu qua ky thuat, chung toi xay
dung tap 615,880 mau ma doc va dong co chin
doan cua h¢ D2 Anti-virus* 2013 (phién ban danh
cho Windows XP). May tinh st dung bd vi xur ly
Intel Core 2 Duo E7200 — 2.53GHz. Kiém tra
8,696 tap tin thuc thi, hé D2 tén 5 gidy, toc do
quét trung binh 21,651MB/gidy. Két qua thuc
nghiém chung to day 1a ky thuat hidu qua ting tdc
duyét quét cho cac hé phong chdng virus may tinh
ngay nay.

2 CAC VAN BE LIEN QUAN

2.1

2.1.1 Vai tro cua ma déc trong kich ban tan
cong an ninh mang

Ma dgc trong tan cong an ninh mang

Trong cac cudc tAn cong mang, dic biét 1a hinh
thire tan cong tur chdi dich vu lan tran (DDoS -
Distributed Denial of Service), hacker thuong cai
dat cac doan ma doc hai (malicious code) vao cac
phin mém éc y (malware) r6i tim cach cdy vao cac
mdy tram (zombie) de hinh thanh mang botnet,
chudn bi cho cudc tin cong. Dudi su diéu khién
ctia hacker, zombie s& thu thap, danh cép thong tin,
lién lac hacker... Khi lugng zombie du 16n, hacker
s& phat 1énh diéu khién botnet dong loat tin cong
vao mot muyc ti€u trén mang [3].

C6 nhiéu dang thirc thi hanh ma lénh. Dang ma
Iénh thyc thi thuan tién cho viéc truyén tai, thi hanh
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trén may dich hién nay la dinh dang tap thuc thi
(executable files). M6i ma doc c6 doan ma dic
trung nhan dang goi 1a chit ky (signature) ma doc
[5]. C6 hai hinh thirc thiét ké ma doc: thi hanh phu
thugc va thi hanh ddc lap.

2.1.2 Ma doc thi hanh phu thuoc

Tiéu biéu cho dang ma ddc nay la cac loai virus
may tinh (goi tit 1a virus), trojan horse (goi tat la
trojan), spyware, adware... Virus la loai ma doc co
kha nang ky sinh ma vao cac tép thuc thi khac va
nam quyén thyc thi khi tng dung chu thi hanh. Ma
virus duoc thiét ké bang Hop ngir (Assembly
Language), doc lap véi ngon ngit 18p trinh cua vat
chu. Cac thu tuc thi hanh cuda trojan (va spyware,
adware...) dugc hacker cai dat trong luc thiét ké ma
ddc. Virus ky sinh vao céc tap thuc thi tao hi¢u ung
lay lan, trong khi trojan (va spyware, adware...)
khong tu lay lan; chung dugc nguy trang dudi vo
boc céc phﬁn mém hién lanh, lira nguoi st dung tai
vé may va thi hanh chung [8].

2.1.3 Ma déc thi hanh déc lap

Viéc cai dat malware vao may nguoi dung dudi
dang mot phan mém hoan chinh ¢6 thé giy nhiéu
bét loi: kich thude 16n, thay ddi registry, 10 dién
tién trinh... Dé khéc phuc, hacker bién dich ma ddc
dudi dang file thyc thi rat gon rdi lan truyén trén
mang thong qua cac 16 hong bao mat hé thong.
Tiéu biéu cho dang md doc nay la cac loai sau
mang (networm), cua hau (backdoor), intruder,
dropper, rootkit... Chung dugc hacker va chudng vi
kich thuéc nho, 1dy lan nhanh, hoat dong ddc lap
(stand alone), d& 4n n4u [4].

Hiéu qua cua ké hoach tin cong mang phu
thudc vao sé luong zombie. Dé gia ting kha ning
lay lan, kéo dai thoi gian an nau..., hacker thuong
két hop nhiéu hinh thirc ma doc: virus chira siu
mang, trojan két xuit dropper... Do d6, phan loai
mé doc nhur trén chi 1a trong doi.

2.2 Céac hé phong chéng virus may tinh

Lich str phat trién ma doc bét ngudn tir virus
mady tinh (sau day goi tat 1a virus). Thoi ky dau cac
phin mém phong chbng virus dugc goi la anti-
virus. Ngdy nay thuat ngir anti-virus (AV) dung dé
chi loai phan mém bao vé may tinh khoi sy xam
nhép cua cac loai ma doc hai (virus, trojan, worm,
backdoor, rootkit, spyware...) bang cach ddi chiéu
dir liéu hé théng voi thong tin md ta cac loai ma
doc da biét trong mot CSDL dugc cap nhat thuong
xuyén [8]. Cac AV hoat dong dya vao tdp mau
thuong ap dung cac tiép can chudi ma, tiép can
hanh vi, tiép can may hoc.
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2.2.1 Tiép cdn chudi ma

Hoat dong theo nguyén 1y so khép mau
(signature matching), cac AV doi chiéu thong tin
thi hanh, ma Iénh hogc/va dit lidu cua déi twong
chan doén véi thong tin ma doc duoc td chuc, cap
nhat trong CSDL [7]. Tiép cén chudi ma gitp AV
nhan dang mi doc di biét véi do chinh xac cao.
Tuy nhién hoat dong cua AV s€ kém hi¢u qua khi
kiém tra cac ma doc chua duoc cap nhat thong tin
vao CSDL mau.

2.2.2 Tiép cdn hanh vi

Cac md doc gidng nhau thuong c6 cac hanh
vi gidng nhau. Nghién ctru ma doc dudi goc do
thi hanh, tiép can nay dua vao khai ni€m hanh
vi (behavior checking) dé nhan dang ma ddc
béng cach tai va thu thi hanh (heuristic) ma
1énh nghi ngo trong modi truong md phong
(emulated environment) nhim giai mi cac hanh vi
la [7]. Tiép can hanh vi (con goi l1a tiép cén
heuristic) giai quyét kha tot cac loai ma doc da
hinh (polymorphism). Tuy nhién khi xt& 1y céc
hanh vi nghi ngo ctia ddi tugng, cac AV heuristic
can hd trg quyét dinh nén thuong giy ling ting
cho nguoi dung it kinh nghiém.

2.2.3 Tiép cdn may hoc

Tiép can may hoc nhan dang virus may
tinh (Machine Learning Approach to Anti-virus
System) xdy dung cac mo hinh hoc dwa vao co s¢
tri thuc (CSTT) gom tap mau chir ky ma doc va
luat nhan dang. Tiép can nay chia bai toan chan
doan mi doc thanh nhidu 16p bai toan con 1di ap
dung cac hinh thirc hoc phu hop cho tung bai toan
cu thé [2][10][11]. S&r dung kién thire chuyén gia t6
chuc trong CSTT, cac hé hoc ‘day’ cho may tinh
xir Iy cac truong hop tuong tu bang cach khai quat
hoa cac tinh hudng chan doan théng qua cac luat
dan xuit (production rule) suy luan tir CSTT cua
hé. Tiép can may hoc két hop hé chuyén gia giup
hé thuong xuyén cdp nhat va ty tang trudng tri
thire. Nhén dang huong ludt giap AV co6 kha nang
du bao cic miu ma doc twong dong. Tuy nhién,
hi¢u qua chan doan cua AV phu thudc vao chét
lugng CSTT cua hé.

2.2.4 Vai tro cia tiép cdn chudi ma trong kién

triic anti-virus

Du ap dung tlep cén nao, nhlem vu cua cac AV
la sém dua ra bang chimg xuét hién néu c6 clia mot
loai ma doc da biét véi tén goi cu thé. Van dé nay
chi co thé giai quyét bang tiép can chudi mi & giai
doan tién xur Iy (Hinh 1).
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Hinh 1: Lwu d xir Iy tong quat cia AV

2.3 Co ché tim kiém, so khép miu

Quét virus 1a qué trinh tim kiém chit ky ma doc
trong doi tugng. Lién quan dén chu dé bai viet co
cac k¥ thuat tim kiém tuyén tinh, tim kiém bang chi
muc va tim kiém bang bang bam.

2.3.1 Tim kiém tuyén tinh

Tim kiém tuyén tinh (linear search) la k¥ thuat
duyét timg phan tir trong danh sach dén khi tim
thdy (so khop) gia tri mong mudn hodc dén cudi
danh sach. Pon gian trong thiét k&, tim kiém tuyén
tinh thich hgp cho cac danh sach di nhd, danh sach
chua sép thtr tu, cac td chic luu trit tudn ty nhu
danh sach lién két, tap tin dinh kiéu... Tuy nhién
khi hoat dong trén danh sach da sip xép hodc danh
sach 16n, phuong phap nay khong toi wu va kém
hiu qua.

2.3.2  Tim kiém theo chi muc

Trong cac hé quan tri CSDL quan hé, tim kiém
theo chi muc (index search) 1a k¥ thuat tim kiém vi
tri mau tin trén cdu trac bang dwa vao thong tin chi
muc. Dau tién, thong tin ddi tuong dugc td chire
trong bang 2 chidu; mdi bang co 1 trudng khoa
chinh (primary key) luu tri thudc tinh duy nhat
(unique) cua ddi tugng. Tiép theo, mot bang chi
muyc dang <primary key, #record> dugc khoi tao
(#record chira s6 hiéu mau tin cia ddi tuong trong
bang chinh). Sau do6, bang chi muc dugc sap xep
theo (sort by) trudng primary key_ rdi luu vao to
chic dia. Qua trinh tim kiém mAu tin c6 khoa
primary key trong bang chinh dugc thuc hién bang
thuat toan tim kiém trén danh sach thir tu (chéng
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han, tim kiém nhi phan), lay g tri #record 61 m&
bang chinh, dich dén vi tri mau tin twong tmg.

Str dung thuét toan tim kiém trén danh sach
thtr ty nén tim kiém theo chi muc nhanh hon
tim kiém tuyén tinh. Tuy nhién, so mau tin
trong bang chinh ludn bing véi s mau tin
trong bang chi muc nén k¥ thuat tim kiém theo
chi myc néi chung khong giam khong gian dir
liéu. Muc 2.3.3 sau day s€ trinh bay ky thuat
tim kiém hudng giam khong gian dir lidu.

2.3.3 Tim kiém bang bang bam

Tim kiém bang bang bam (hash table search) la
ky thuat tim kiém theo huéng giam khong gian dit
lisu. O giai doan thiét ké, mot ham bam (hash
function) dugc st dung dé d3c ta vi tri mAu tin, sau
d6 luu timg mau tin vao cdu tric bang theo muc
(bucket) do ham bam cung cip. O giai doan truy
xuét, ham bam s& giup dinh vi bucket phuc vu cac
thao tac co ban trén CSDL.

Hiéu qua tim kiém dit liéu trén bang bam phu
thuoc vao chit lugng ham bam. Mot ham bam ly
tuong s& tao k anh xa 1-1 tir tip miu sang bang
bam. Néu bam ‘khéng min’, bang bim thua gay
ling phi 6 nhé (co nhiéu bucket rdi khong ding
dén). Nguoc lai, bAm ‘qué min’ s€ gdy xung dot dia
chi mAu tin (ham bam tra v& mot bucket cho nhiéu
mau tin khac nhau). Dé giai quyét dung do trén
bang bam, ching t6i st dung phwong phap két ndi
dang <bucket, record list>; trong d6, record list 1a
danh sach lién két cac méu tin dung d6 bucker do
ham bam tra ve.

2.4 Cic nghién cuu lién quan

2.4.1 Tinh hinh nghién ciru cdi tién toc dg quét

AV trén may ca nhan

C6 nhiéu yéu t6 anh huong tdc do quét cua AV:
tai nguyén kha dung cua hé thong, mirc vu tién tién
trinh, ky thuét xt ly, t6i wu ma 1énh, tinh trang dit
lidu, s6 lwong mau trong CSDL... Dé tai nay tap
trung nghién ctru cac van dé lién quan dén dir liéu
0 hai khia canh: dir liéu bén ngoai (dir liéu chin
doén) va dir liéu bén trong (CSDL mau cua hé).

Phén loai dit liéu chan doan, giam khong gian
tim kiém dé tranh qu4 tai 1a giai phap duoc cac AV
sir dung pho bién [13]. Bén canh d6, mot sb giai
phap ting téc duyét quét nhu lap hod so tién sir
(history) luu vét trang thai hoat dong; ghi nhan dir
lidu an toan [12]; danh diu dit liéu nguyén trang
(not modified) [14]; t6 chirc CSDL mau hop ly
[15]; kiém soat cac hoat dong thay ddi tap thi hanh
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[17]; phan ludng xu ly (thread processing) [16]...
cling dugc cac AV dau tu nghién cuu.
2.4.2  Tinh hinh nghién ciru cdi tién toc dg quét
md doc trén mang theo huwong bam

S6 lwong ma doc trén thi truong ngdy cang
nhiéu khién tdp mau cia AV gia ting tir vai trim
ngan dén hang triéu chir ky. Giai phap cai tién toc
d6 quét ma doc theo hudng bam gan day ciing
dugc quan tdm nghién ctu. Nam 2007, Ozgun
Erdogan va Pei Cao dé xuat ky thuat Hash-AV sir
dung co ché dém L2 trong CPU dé quét nhanh chit
ky mi doc lan truyén trén mang [7]. Thuc nghiém
trén may tinh CPU Pentium 4 2.4GHz, str dung tap
mau 120,000 chir ky ma doc, két qua Hash-AV cho
phép toc d6 quét thong luwong trén mang dat
200Mb/s.

Nam 2011, Po-Ching Lin va ctv gidi thiéu k¥
thuat Hybrid Algorithm of Backward Hashing And
Automaton Tracking. Bim nguoc chudi mau, ghi
vét qua trinh tim kiém, bo qua cac chudi di dbi
chiéu nham kéo dai vecto khoang cach trong thuat
toan tim kiém cia Aho-Corasick, ky thuat nay giap
cai tién 50% toc do thong luong quét mang bang
Hash-AV st dung CSDL mau cua phin mém
nguon mo Clam-AV [9].

3 NHAN DANG MA PQC SU DUNG CO
CHE BAM THEO CHI MUC TREN KHONG
GIAN PHAN HOACH

3.1 Tb chitc co sé tri thire

Trong cac h¢ hoc, CSTT chira thong tin mo ta
déi tugng va cac ludt nhan dang déi tuong. Tiép
can may hoc va hé chuyén gia t6 chirc CSTT & giai
doan luyén qua bén budc: (1) xdy dung tip mau,
(2) phan hoach tap mau, (3) rit luat nhan dang va
(4), t chuc tap luat [2].

3.1.1 Xay dung tap mdu

C6 nhiéu dang thtrc thi hanh ma 1énh (va ciing
ting 4y cac mo ta ma doc twong tng). Bai viét nay
tap trung vao cac loai ma doc dang thyc thi EXE.
Dau tién, cac tip ma doc dugc thu thap cho chuyén
gia phén tich ky thuét, phan loai. Sau do, chuyén
gia s€ cap nhat cac mAu tin md ti mi doc vao cau
tric bang dang:

Malware = <Tén goi, Tap thudc tinh, Chir ky>

Trong d6:

— Tén goi: tén ma ddc, dung cho giai doan
bao cao.

— Téap thudc tinh: cac dac trung thi hanh cua
ma ddc, dung phan hoach tap mau.
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— Chir ky: ddc trung ‘nhén dang’ ma ddc,
dung xay dung luat nhan dang.
3.1.2  Phdn hoach tdp mau

Cac phuong phap tim kiém tuyén tinh trén tap
mau 16n c6 nhiéu han ché. Chung t6i giai quyét van
dé nay bang chién lugc tim kiém trén khong gian
tap mau dugc phan cum.

Phan cum (clustering) 1a mot trong nhiing
phuong phap khai pha dit liéu phd bién trong cac
hé hoc. Béng cac cau trac dit lidu dic biét, qua
trinh phan cum su dung céac giai thuét thich hop
nhim phat hién sy gidng nhau giita cac myc dit liéu
dé gom (hodc tach) thanh timg cum co cung tinh
chat. Bé phan hoach khong gian tap mau, chiing toi
chon hinh thirc phan cum phan cap (hierarchical
clustering) dang tach nhom. Khong can xac dinh sb
cum tir ddu, phwong phap nay sir dung 6 thi cay
cac cum (dendogram) v6i cac nat biéu dién cum
trung gian, nat 14 biéu dién cac cum két qua.

Cay 1a m6 hinh thich hop cho viéc t6 chic dir
liéu phan cum tach nhom [1]. Chung toi chon
V-Tree d€ phan cum tap mau [6]. Cho sO nguyén
m>1, cdy m-phan V-Tree la mot cay co:

— Céc nut 14 déu c6 sé mirc nhur nhau.

— M>i nit trung gian N ¢6 m/2 dén m niit con,
nt goc ¢o tir 2 dén m con.

— MGi niit ¢6 nhan chia gia tri cia niat va
danh sach cac nut thude cay con ctia nut.

Chiing t6i cai dat moi nat V-Tree ¢6 3 truong:
(1) nhan nuat chua tri thudce tinh, (2) danh sach cac
nut con va (3), danh sach cac mau trong cum (dung
luu trit thong tin chi muc danh cho giai doan xtr 1y,
xem muc 3.1.4).

CSDL miu duge t6 chirc du6i dang bing 2
chicu X(p,k) c6 p cot (thude tinh) k dong (mau tin).
Giai thuat phan cym tdp mau nhu sau:

Khéi tao nat goc
D&i v&i moi mau tin tht j ca X:
Chon nut goc la Nat_hién_tai
Déi voi méi thudc tinh thi i:
Néu Nat_hién_ tai chwa cé nuat con nhan
x[i,j] thi:
Tao nut m&i ¢6 nhan x{i,j]
Cho nut nhan x][i,j] Ia con cta Nut_hién
tai
Dat nat con nhan x[i,j] cda Nut_hién_tai lam
Nut_hién_tai
B sung mau tin j vao danh sach cac mau
thudc cum ctia Nat_hién_tai
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Xét CSDL mau gdm 5 thudc tinh (Bang 1).
Trong @06, cac thudc tinh Type, Hook, Host duoc
chon tham gia phan cum (p’= p-2).

Bing 1: CSDL miu chira 10 mi ddc

Name Type Hook Host Signature
M1 DLL Registry App. 3F2D9A..
M2 EXE StartUp App. E9124F..
M3 EXE StartUp Service 60E89F..
M4 DLL Registry Service 583E6F..
M5 EXE Registry Service E8558B..
M6 EXE WinFile App. CO317F..
M7 DLL Registry App. 902D3F..
M8 EXE WinFile App. 7E5D9B..
M9 EXE StartUp Service 347A9C..
M10 DLL Registry App. 4B8OFF..

Clusterl: M1, M7, M10
Cluster2: M4

Cluster3: M5

Cluster4: M2

Cluster5: M3, M9
Cluster6: M6, M8

Hinh 2: M6 ta ’két qua phan cum CSDL dung
bang V-tree, ket qua thu dwgc 6 nhém ma doc

Root
1-2-3-4-5-6-7-8-9-10
DLL-EXE
DLL EXE
Type . 14-7-10 2356-89
Registry Startup-Registry-WinFile
Hook Registry Startup Registry| | WinFile
.............. 1-4-7-10 2-3-9 . 5 6-8
App., Service App., Service | | Service App.
Host App. Service App. Service | | Service App.
........... 710 H 2 H 2 39 || 5 6.8
NIL NIL NIL NIL NIL NIL

Hinh 3: Két qua phan cum tip miu bing V-tree

3.1.3  Rut ludt nhdn dang

Sau khi phan hoach tdp mau, mdi nhanh trén V-
Tree s& chira mot luat theo ménh dé Horn. Rut luat
nhan dang bang cach duyét duong di tir nut gbe
dén nut 14. Trong vi du trén, tap 10 mau tin duoc
tach thanh 6 cum ma doc tuong ung véi 6 luat nhan
dang nhu sau:

1. IF (Type=DLL) AND

(Hook=Registry) AND
(Host=App.) THEN Cluster1
2. IF (Type=DLL) AND
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(Hook=Registry) AND
(Host=Service) THEN Cluster2

3. IF (Type=EXE) AND
(Hook=Startup) AND
(Host=App.) THEN Cluster3

4. IF (Type=EXE) AND
(Hook=Startup) AND
(Host=Sevice) THEN Cluster4

5. IF (Type=EXE) AND

(Hook=Registry) AND
(Host=Service) THEN Cluster5
6. IF (Type=EXE) AND
(Hook=WinFile) AND
(Host=App.) THEN Cluster6

3.1.4 T6 chirc tdp ludt bam theo chi muc

Muc dich ctia phan cum V-Tree nham tach tap
mau thanh cdc nhom c6 cung dic tinh dit liéu vé
mat gid tri. Cac cum két qua (bd tri ¢ nut 14 cua V-
Tree) duoc tach roi va khong phi nhau nén sé cum
thu dugce (m cum) luén nhé hon sé mau dir lidu (k
mau). Piéu nay ludn dung vi luat co tinh khai quat,
do d6 chi can 1ap luan trén m luat 1a c6 thé bao quat
toan bo k mau (m<k). Nhu vay, ngoai chiic ning
cung céip tri thirc ma doc cua chuyén gia, luat nhan
dang con c6 thé sir dung 1am chi dan truy xuét dir
lidu. Ching t6i bd sung truong thir ba vao mdi nut
trén V-Tree nhiam cung cdp gia tri tra v& cho ham
bam H(f(4).k) trong phép trich chon dac trung thi
hanh f(4) cia d6i tuong.

PAu tién, tap luat nhan dang duoc td chue dang
bang 2 chidu R(y, £, r) ¢6 » phan tir luat; mdi luat
vy lién két véi danh sach £ cac thé hién thoa luat .
Trong vi du trén, CSDL luat R ¢6 6 phan tir luat
(r = 6) dugc minh hoa nhu sau:

Luat1: vy » {1,7,10}
Luat2: wyo» {4}
Luat3: wy3» {5}
Luat4: wya» {2}
Luat5:  wys» {3,9}
Ludt6: wye» {6,8}

Ky hiéu ‘»” dic ta phép ‘lién két” (link-to).

Tiép theo, cac bucket luat thanh vién y; dugc
bién d6i thanh cac gia tri tong kiém bang cac thuat
toan bam thong dung nhu CRC (Cyclic
Redundancy Check), MD5 (Message - Digest
Algorithm 5) hodac SHA-1 (Secure Hash
Algorithm). Sau cung, sip xép tip luat theo chi
muc checksum (Bang 2) ri luu trir CSDL luat. Két
thuc giai doan luyén trén may chuyén gia.
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Bang 2: CSDL luit chira 6 luét thanh vién
No. Rule Checksum Link-to
1 V2 58,487,876 4
2 s 76,455,645 3-9
3 U2 156,496,857 2
4 \J1 325,474,326 1-7-10
5 Ye 437,665,473 6-8
6 Y3 758,355,475 5

3.2 Nhén dang ma doc dwa vao tri thirc

Giai doan nhén dang - xtr ly trén may khach
van dung cac thu tuc suy dién va lap luan trong
dong co quét (scan engine), can cir vao thong tin
trong tap chir ky miu va cac tri thitc mo ta trong
CSDL luat dé chan doan dbi twong A. Qué trinh
nay duoc thuc hién qua bdn bude: (1) trich chon
dac trung, (2) ma hoéa nhan dang, (3) truy vén lugt
va (4), so khép mau.

3.2.1 Trich chon ddc trung

Dau vao clia bude nay 1a ddi tugng 4 can chan
doéan. Pau ra 1a mot tdp mo ta cac ddc trung thi
hanh cua déi twong dung cho budc md hoéa nhan
dang tiép theo. D& tuong thich v&i khuén dang tri
thirc mo ta ma doc M & giai doan luyén, budc nay
st dung lai ham trich chon dac trung f(M) cua
chuyén gia dang:

SA) =103 V (i<p)

Trong d96, o(q) 1a phép trich chon tu dong tap
thugc tinh ma doc & giai doan trude. Vi duy, ap
dung ham f'trich chon dic trung trén cac ddi twong
bat ky U, ¥ nhan duogc két qua nhu sau:

AU) = {DLL, Registry, Driver}
V)= {EXE, Startup, App.}

Vidunaysudungi=3 (i=p’<p)
3.2.2 Ma hoéa nhan dang

Nhiém vu cua budc trich chon dic trung 1a tao
lap nhan dang (identification) cta ddi tuong theo
khuon dang luat trong CSTT. Khai ni€ém nhan dang
trong tiép can hoc chan doan ma doc dua vao lap
ludn: “néu di tugng c6 nhan dang gidng véi nhan
dang toi pham thi c6 thé déi twong chinh 1a toi
pham dang truy na”.

Sau khi trich chon dic trung, nhian dang dédi

tuong s€ duoc ma hoa bé‘tng thuit todn bam /4 cua
chuyén gia. Vi du, ho so chan doan cac doi tuong
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U, V nhan dugc ma sd nhan dang sau:

ID(U) = h(f{U)) = 87,954,543

ID(V) = h(f(V)) = 758,355,475

Céc ma sé nay sau do duoc sir dung lam gia tri
tim kiém theo trudng khoa chinh Checksum trong
CSDL ludt cua hé.

3.2.3 Truy van ludt

Khi tra ciru mi sd nhan dang ID(4) trong
CSDL luat, néu khong tim thdy co thé két luan 4 1a
dbi tugng an toan vi trong CSTT chua cd cic md ta
mi doc nao c¢6 dic trung thi hanh giéng véi 4. Néu
tim thdy, cin dwa A vao dién nghi vén, sau d6 tiép
tuc x4c minh céc dic diém nhan dang dac thu dé co
két luan chinh xac. Trong vi du trén, U la an toan
vi trong tap ludt khong co6 gid tri checksum
87,954,543 nao. Tuy nhién can canh giac V vi ma
s6 nhan dang 758,355,475 cia né dang cd trong
CSDL luat.

Mobi luat nhan dang dai dién cho mot cum
(nhém) cic ma doc cung dic trung. Xac minh hod
so 14 qua trinh d6i chiéu thong tin nhan dang ciia 4
v6i cac méd doc ciing nhom. Cho cac s6 nguyén i, j;
ham bam H truy van danh sach ma doc ciing nhom
trén tap mau X(p,k) c6 dang:

H(ym) = yir» {X(p,))} ¥V (i <m); (j < k)

Theo thiét ké nay, ham H chi don gian tra vé
danh sach ¢ truong thir ba cia nit 14 trén nhanh V-
Tree cua luat y; twong Gng. Chién luoc sir dung
tap luat nhan dang lam chi myc bam tim kiém chir
ky ma doc dugc minh hoa & Hinh 3.

CSDL mau

M1 ()

CSDL luat M2 | ()

vy, 58,487,876 14 M3 | ()
s 76,455,645 (3-9 M4 | ()
4 156,496,857 |2 M5 | (..)
\J1 325,474,326 |1-7-10 M6 (-..)
e 437,665,473 |6-8 M7 ()]
3 758,355,475 |5 M8 | (..
M9 | (..)

M10 | (...)

Hinh 3: Co ché bim tap luit theo chi muc
3.2.4 So khdp mau

Pay 1a cong doan ra soat, ddi chiéu thong tin
lan cuoi trude khi quyét dinh ‘bat giam’ doi tugng
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nhim han ché sai sot trong tic nghiép. C6 nhiéu
cach so khép mau: do tim ma phd bién, trich xuét
cac gia tri dac trung tai cac dia chi nhay cam, trich
chon ma ngau nhién...[5].

Trong bai viét nay, so khép mau 1a bude kiém
tra sw xuat hién gia tri thudc tinh tht p cia quan hé
X(p,k) trong @i tugng chan doan. Néu ddi chiéu
dung, co thé két luan ddi tugng 4 la ma doc.
Nguoc lai, tiép tuc dbi chiéu cac miu con lai cho
dén khi phat hién. Goi M(p,n) 1a tap ma doc c6 ma
nhén dang trung v&i ma nhan dang cia 4. Giai
thuat so khép mau nhu sau:

Tim thdy < false
j—1
Lap lai
Néu Chir ky(A) = M(p,j) thi
Két luan (‘Phat hién ma doc’, M(1,j))
Tim thay « true;
Ngwoc lai
j— i+
Dén khi Tim thay hodc (j>n)

4 KET QUA THU'C NGHIEM
4.1 Thir nghiém voéi D2 Anti-virus*
4.1.1 Gidi thiéu hé D2 Anti-virus*

D2 Anti-virus*  (Diagnose and Destroy
Computer Viruses) la phan mém quet virus hudng
tiép can may hoc ciia Viét Nam. Thiét ké theo mo
hinh cua mot hé chuyén gia, hoat dong cua h¢ D2
gdm ba giai doan: giao tiép chuyén gia (giai doan
hoc), dong co suy dién (giai doan nhan dang, xur 1y)
va giao tiép nguoi ding (giai doan tong két,
bao céo).

Thuc hién trén may chuyén gia, giai doan hoc
xay dung CSTT dudi dang tap cac mo ta tri thirc
ma ddc va luat nhén dang khéng dinh duong trén
tap mau. Giai doan xir Iy va bdo cdo thyc hién trén
may khach. Hoat dong hudng tac ti [10], dong co
quét cua hé chira cac thudt toan hoc phan loai, ddng
co suy dién, thuc thi cac 16p bai toan hoc va xir Iy
cac truong hop lay nhiém. Cudi cung, giai doan
bao céo tong hop két qua cac bai toan, phén tich
qué trinh, tao cac giao tiép hoi thoai, thu nhan y
kién nguoi dung, bao céo két qua va ting trudng
tri thirc.

Phlen ban D2 Anti- Vlrus* 2013 (Hinh 4) c6 mot
sO cai tién quan trong vé giao dién, ting toc do
quét, du bao ma doc hudng heuristic, udc lugng
mi twong ddng, phat hién hanh vi 1y nhiém trén
thiét bi luwu trit ca nhan...
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Hinh 4: Phin mém D2 Anti-Virus 2013*
4.1.2 Két quad thir nghiém D2 Anti-virus*

Trong giai doan hoc, chung toi thiét ké goi
cong cu D2 Expert Utilities hd trg phan tich k¥
thuat tdp mau, dit tén ma doc, trich chon dic trung
thi hanh, xay dung CSDL, phan hoach tip mau, rit
luat nhan dang, ma hoa chi muc, sip xép, luu trit va
xuét ban CSTT. Dé cuc tiéu héa kich thudec CSDL
luat, ching t6i chon thuat toan CRC32 nham tranh
xung dot gia tri bam cho 4,294,967,296 luat thanh
vién khac nhau. Do sb luat nhan dang luén nho hon
s6 mau dir liéu nén CRC32 1a lya chon kinh té,
dam bdo céac luat thanh vién hoat dong tét trén
CSDL mau c6 hon 4.2 ty chit ky mi doc.

Trong giai doan xir 1y, phan mém duoc thiét ké
bang ngdn ngit Object Pascal sir dung trinh bién
dich Delphi XE3 (2012) cta Embarcadero
Technologies Inc. Goi D2 Anti-virus* 2013 danh
cho may chay h¢ diéu hanh Windows XP Service
Pack 3. May tinh thu nghiém st dung Intel CPU
Core 2 Duo E7200 — 2.53 GHz; 4 GB RAM vat ly;
bd nh¢ kha dung 2.8 GB.

Qué trinh thu nghiém D2 Anti-virus* 2013
(Hinh 5) str dung CSDL 615,880 ma ddc cap nhét
ngay 04-08-2013. Ma dong co 0013.06.01. Tap di
liéu kiém tra gém 8,696 tap thuc thi dung lugng
105,330 MB cua Windows XP. Chung t6i thuc
hién thtr nghiém 3 lan, ghi nhan $6 liéu, tinh toan,
lay gia tri trung binh. Két qua tdc do quét trung
binh cua D2 dat 21,651 MB/gidy. Kiém tra 1 miu
dir liéu 12.1MB, D2 chi can 0.574977 miligiay.
Thoi gian kiém tra IMB dir liéu 1a 0.04747
miligiay (Bang 3).
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®

D2 Anti-Yirus* 2013

KEt qua
B3 quét:
Fhat hign:
Mahi ngér:

Qua trinh
QuEt Iic:
Ba& qua:
Con lai:

2332148
00m; 02s
00m;:01s

Trang thai
Técdd: 30612 MBEfs
Tign dg: S57%
Hé thdng hién an toan

Dirng quék Thu nhé

D2 Anti-Yirus* 2013

Két qua
B3 quét:
Phéat hign:
Mahi ngér:

Qua trinh
QUEE lc:
B4 qua:
on lais

Trang thai
Toc dd:
Tién di:

®

233546
00nn; 045
Orn:0s

26332 MB/s
100%:

Hé théng hién an toan

Hinh 5: Thir nghiém D2 Anti-Virus 2013*

Bang 3: S6 liéu thwe nghiém D2 Anti-virus

2013*
Lin Théi gian Tée dp tTr'li‘: gl:?:hk‘em tra
kiem ki€ém tra ki€ém tra (miliggiﬁy)
tra (gidy) (MB/gidy) 1 mau 1MB
1 6 17,555 0.689972 0.05696
2 5 21,066 0.574977 0.04747
3 4 26332 0.459982 0.03798
Trung 5 21,651 0.574977 0.04747
binh

4.2 Tham khao hé anti-virus khac

Trong thuc nghiém, chiing t6i gép kho khan khi
so sanh téc do quét cua D2 vdi cac hé AV khac. Do
mdi hé AV s hiru mot CSDL mau c6 sd chir ky
mi doc khac nhau nén khong thé so sanh tc do hai
phan mém khéc nhau vé kich thudc tap mau. Ngoai
ra, cach thirc phén tich dir liéu, ky thuat so khdp
méu, nhu cau tai nguyén, xu ly luong . cua moi
AV ciing anh huong toc d6 quét ciia phan mém [7].

DPé danh gia ket qué nghién ciu, ching toi
khao sat phan mem Avira Antivirus v6i gia dinh
kich thudc tap mau anh hudng nhiéu dén tdc do so
v6i cac yéu td khac. Avira (Hinh 6) 1a AV mién
phi ctia Avira GmbH & Co. KG (Germany). Thi
nghiém Avira phién ban 10.0.0.4052 (ma dong co
8.02.12.112; CSDL 150,000 mau) trong cung diéu
kién voi D2 (hé diéu hanh, CPU, RAM, tap dit liéu
kiém tra...), chung toi thu dugc sé liéu thyc nghiém
qua 3 lan chay Avira (Bang 4).
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& Luke Filewalker

(L AVIRA Avira Free Antivirus

E Help

Status: The scan has finished
Last object:
Giitest| 17332

Last detection: Rlo detection! Wirus information

Scanned files: 2696 Detections: 1]
Scanned directories: 1 Suspicious files:
Scanned archives; a Warnings:

Used kime: 17:07 Objects scanned: o
Scanned: 100% Hidden objects: o

Hinh 6: Khio sat hé Avira Antivirus

oo

Bang 4: Khao sat hé Avira Antivirus

Lan Thoi gian Téc dd Thoi gian kiém tra
Kkiém Kiém tra kiém tra __trung binh (miligidy)
tra (gidy) (MB/gidy) 1 miu 1 MB
1 1027 102.5609  118.1003 9.75030
2 1050 100.3143  120.7452 9.96867
3 1038 101.4740  119.3652  9.854742
;fl‘;l“g 1038333 101.4497  119.4036  9.857907

Két qua khao sat cho thdy D2 ¢6 sb mau nhiéu
hon Avira 4 lan nhung thoi gian quét ciia D2 it hon
Avira 200 1an (s6 liéu so sanh twong ddi, chi mang
tinh tham khao, khong ding dé danh gia phin mém
Avira Antivirus).

5 KET LUAN VA HUONG NGHIEN CUU
TUONG LAI

Trong bbi canh gia tang cdc cudc tan cong
mang, mi doc xudt hién ngiy cang nhiéu, quét
nhanh chit ky ma doc luon 1a bai todn dat ra cho
cac hé AV hién nay. Dé cai tién téc do duyét quét
cua cac h¢ AV danh cho mdy tinh c4 nhan, ching
toi nghién ctru cai dat ky thuédt nhan dang ma doc
sir dung co ché bam theo chi muc trén khong gian
phan hoach cho hé phin mém D2 Anti-virus*
2013. Khong chi giai quyét bai toan ting toc truy
xuét tdp mau cla cac AV, k¥ thuat ndy co thé ung
dung dé 1ap chi myc cho cac hé quan tri CSDL
quan hé kich thudc dir liéu 16n.

Trong thoi gian téi, chung toi s& tiép tuc nghién
ctru phuong phap st dung tap ludt trong cac hé
quan tri CSTT lam tap chi muc tim kiém khai thac
dir lidu. Két qua thir nghiém chung t6 ky thuat nay
giup cai thién tdc do cho cac hé duyét quét ma doc,
mé ra hudng giai quyét cac bai toan khai thac dir
lidu, t6i wu mo hinh quan hé CSDL va CSTT cho
cac hé hoc ngay nay.
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